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This document wil/ hel p you to understand how Finjant
organization to be PCI DSS 1.1 compliant.

1 Introduction to PCIDSS 1.1

The PCI DSS version 1.1 outlines a set of comprehensive requirements for enhancing
payment account data security. It is a multifaceted security standard that includes
requirements for security management, policies, procedures, network architecture, software
design and other critical protective measures. This comprehensive standard is intended to
help organizations proactively protect customer account data.

The core of the PCI DSS is a group of principles and accompanying requirements, around
which the specific elements of the DSS are organized.

Each section below relates to a specific requirement and outlines how Finjan can assist
organizations in being PCI DSS1.1 compliant.

2 Requirement 171 Install and maintain a firewall
configuration to protect card holder data

What is this requirement about?

This requirement ensures the building and maintenance of a secure network.

To protect cardholder data, it prescribes that companies must install and maintain a firewall.
Firewalls are defined in this requirement as computer devices that examine all network traffic
and block those transmissions that do not meet the specified security criteria (unauthorized
access).

Requirement 1 in practice

This requirement tries to protect cardholder data from being mined by known and unknown
Crimeware.

However, firewalls are packet inspection products and can only provide limited protection
against complex trojan attacks and vulnerability exploits. They were not designed to identify
targeted or personalized attacks utilizing code obfuscation technigues, which is the favorite
operation mode oft o d acybéreriminals.

In other words, an organization needs to do more than just depend on their firewall for full
protection.
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The Solution

Finjands Vit alauSigue pratectionyttat oménizations desperately need to
protect their data from being compromised by cybercrime.

Finjan's Vital Se c uscapabjeBf blékimy albtypes lofiCanmewares
before it infiltrates the corporate network. This unique solution proactively blocks targeted
and unknown Crimeware attacks through multiple methods, while the users continue to
conduct business safely, efficiently and without interruption.

It is a comprehensive way for companies to comply with this requirement.

More informatona bo ut Fi nj a n &soffafingt ircluding its patentédtregl-time
content inspection technology, can be found on its website under solutions.

3 Requirement 31 Protect stored cardholder data

What is this requirement about?

This requirement ensures that cardholder data is protected. It offers several examples of
protection methods such as encryption, truncation of card holder data if full PAN is not
necessary, and not sending PAN in unencrypted emails.

Requirement 3 in practice

This area of the regulation applies to measures that need to be deployed in order to protect

the already stored data, and the transmission of that data to other locations. What most

organizations fail to realize, is that most data theft is done after a targeted PC has been

infected by a malicious Trojan. This kind of malwarei k nows 0 wh e rlecatéedhite dat a i s
thenuses the userds cr edeactessahdexplaiitd per mi ssions to

The Solution

Finjands VHE offar$ thekiadcotiprotedtign that is needed to protect stored data. Its
layered protection also tracks the security inside the networks. It detects data-stealing
malware communication that has already infected computers inside the organization.

By deploying Finjanés sol ut dustomerstbattgey prdvidesat i ons c an
full solution to protectthes ensi t i ve datar dhol der s o

More information about Fi nj an 6 s VA taabe foGne onuts websige under solutions.
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4 Requirement 51 Use and regularly update anti-
virus software or programs

What is this requirement about?

This requirement prescribes the use of anti-virus software to protect systems against
malware. It recognized the fact that many vulnerabilities and malicious viruses enter
corporate net wor knsailactiviies. & trigs toenseretise@eplmyment of anti-
virus programs that can detect, remove and protect against Crimeware such as spyware and
adware.

Requirement 5 in practice

Many organizations interpret this requirement as the need to keep software up-to-date and
to have some kind of anti-malware installed on their desktops. However, malware tends to
be much more advanced than current desktop and signature based solutions can handle,
since Crimeware has evolved.

Malware writers have adopted advanced dynamic obfuscation techniques. This enables
malicious code to be obfuscated dynamically, providing a different version of it upon every
time it is delivered over the Web.

As a result, signature based anti-virus and anti-malware solutions are very limited to fully
protect the organizationébdés system.

Therefore, to comply with this requirement, organizations need to look for a solution that
analyzes these kinds of attacks in real-time and understands the true intent of the code
before it can enter the corporate network.

The Solution

Finjands Vi ¢naures Zre-bourrdéfense Bgainst Crimeware such as trojans,
Keyloggers, viruses and many other threats. It helps organizations to show that they can
have much better protection in place than the conventional solutions offer. This choice of
protection not only provides regulatory compliance, but is also a forward-looking solution for
optimal protection.

More information about this topic, MWebSeanrdyi ng exampl
Trend Reports and its Malicious Page of the Month.
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5 Requirement 117 Regularly test security
systems and processes

What is this requirement about?
This section prescribes testing producers of systems, processed and customer software to
ensure that security is maintains over time and with nay changes in installed software.

This requirement tries to deal with the fact that vulnerabilities are continually being
discovered by hackers and researchers. The introduction of new software in an organization
can also create a window of opportunity for cybercriminals.

Section 11.4 specifically deals with the use of network intrusion detection systems, host-
based intrusion detection systems, and intrusion prevention systems to monitor all network
traffic and alert personnel to suspected compromises. Furthermore, all intrusion detection
and prevention engines must be kept up-to-date.

Requirement 11 in practice

To comply with this requirement, organizations normally protect their Web environment and
the basic infrastructure with some form of detection and prevention system. However, these
measures are often not sufficient, since the current techniques used by cybercriminals are
far more sophisticated. Dynamic malicious code is embedded in webpage scripts that
provide random filenames that can only be accessed once.

This is done in such a selective manner, that once user received a page with the embedded
malicious script, it will not be referenced again on further requests. This method prevents
being caught in later forensic analyses.

In this kind of attack, the visibility of the malicious code is significantly reduced to decrease
the chances of detection, while maximizing the opportunities for infection.

Detection and prevention systems need to eliminate the times the malicious code can be
served, to prevent end-user PCs to be (potentially) infected.

The Solution
To comply with the requirement, organizations need to deploy a solution designed not only
to cope with emerging threats but also to stay ahead of them.

Fi nj \4tal BexurityE offers a patented real-time Web content inspection that enables IT
departments to detect and handle attacks in real-time. It ensures zero-hour defense against
Crimeware such as spyware, phishing, viruses, worms, trojans and blended threats.

More informationo n  F i mepl éinme&antent inspection technology can be found in the
solutions part of its website.
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